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oe Qopntég ZUOKEVEG: lotooeAidec evavriov Eapuoywv ”

NEPINAHWH

ITIC MEPEG HOG, N ouviputtik TAsoPndia Twv SLASIKTUAKWY UTINPECLWV TTOPEXOUV
LotooeAibeq Kal ePapUoOYES, OXESLAOUEVEG yla GOPNTEG CUOKEUEG (KLvNTA TNAEPWva KaL
TaumAet). OL SUo autég emloyég ouvnBwe SatiBevral dwpedv, evw Ta €006A TWV
TIPOYPOAULOTIOTWY TOUG TIPOEPXOVTAL KUPLWC oo SLopnUICELS OL OTIOLEC EVOWUATWVOUV
To OIKO TOUG TEPLEXOUEVO. TMPOKEIUEVOU va TIOPEXOUV TILO €EOTOULKEUUEVEG KOl
OTOTEAECUOTIKEG SlopnUicEL], Ol OLUDNULOTIKEG ETALPIEG, AVOMTUOOOUV TEXVLKEG
TapakoAoUBNGoNG Kal TAUTOMoiNoNG XPNOTWY, TIPOKOAWVTAC ETOL CNUAVTIKEG OVNOUXIES
OXETIKA He TNV mapaBiaon NG WOLWTIKOTNTAG TOUG. ZUVETIWGE, OL XPNOTEC SV TIPEMEL VAl
evéladépovral Hovo yla TNV eUKoALa Xpriong piag StadLKkTuakn g urtnpeoiog oAAG Kal yLo
™V Alyotepo duvartn mapofiacn T LOLWTIKOTNTAC TOUG.

ITOXOG QUTHC TNG UETATITUXLOKNG EPYOOLAC EIVAL VA OOVTIOOUE OTNV €pWTNON
ol artd T SUO EMIAOYEC MPOOTATEVOUV KOAUTEPQ TNV LOLWTIKOTNTA TOU XProtn, ol



LOTOOEAISEG 1) oL eapuoyEc; Ta TNV AVILLETWTILON AUTOU Tou {NTAUATOG, UEAETHCAUE
€va eupl daopa Slappowv Tou oxeTilovtal PE TNV MpooTacia TNG WLWTIKOTNTAG TOU
XPNotn, ouykpivovtag MOAAEG SnuodNel ePapUOYEG KIVNTWV KOL TOU OVTLOTOLXOU
LOTOTOMOU TOUG. AUTEC oL SLAPPOEG UMOPEL vol TEPLEXOUV OXL HOVO TIPOCWTILKEG
nmAnpodopieg tavtomnoinong (Pll) tou xpriotn, aAAd kot TAnpodopileg yLa TNV CUCKEUN TTOU
elval ikavég va emitpéPouy TNV avayvwpLon Tou XpHoTn OTav XPNOLULOTIOLEL SLod OPETIKEG
epapUOYEC KaL LOTOTOTIOUC.

TEANOG, TPOTEIVOUME €vav HUNXOVIOMO TpooTaciag Tou EMITPEMEL TNV XPHON
edappoywv yla Kwnta, xwpig va dlakivduvelel tTnv mapafiacn tng WBLWTKOTATOG TWV
xpnotwv. H afloAdynon twv anoteAecpdtwy SelXveL OTL N MPooEyyLon Hag eival os B€on
va SLaodaAloeL TNV IBLWTIKOTNTA TOU XPHOTN MELWVOVTAC TA SLOPPEOVTA AVOYVWPLOTIKA
TwV £baAPUOYWY O TOCOOTO 27,41%, KATd HECO OPO, EVW TIPOCOETEL OXESOV apEANTEQ
KaBuotépnon, LKpOTEPN amod 1 XIALOOTO ToU SEUTEPOAEMTOU ava aitnon.
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Devices: Mobile Websites vs Mobile Apps”
ABSTRACT

The vast majority of online services nowadays, provide both a mobile-friendly website
and a mobile application to their users. Both of these choices are usually released for free,
with their developers mostly gaining revenue by allowing advertisements from ad
networks to be embedded into their content. In order to provide more personalized and
thus more effective advertisements, ad networks usually deploy pervasive user tracking,



raising this way significant privacy concerns. As a consequence, the users do not have to
think only their convenience before deciding which choice to use while accessing a
service: web or app, but also which one harms their privacy the least.

In this master thesis, we aim to respond to this question: which of the two options
protects the users’ privacy in the best way, websites or apps? To tackle this question, we
study a broad range of privacy related leaks comparing several popular apps with their
web counterpart. These leaks may contain not only personally identifying information
(PN) but also device-specific information, able to cross-application and cross-site track the
user into the network, and allow third parties to link web with app sessions.

Finally, we propose an anti-tracking mechanism that enables the users to access
an online service through a mobile app without risking their privacy. Our evaluation shows
that our approach is able to preserve user privacy by reducing the leaking identifiers of
apps by 27.41%, on average, while it introduces a practically negligible latency of less than
1 millisecond per request.



